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74 3aseayoLwm kadeagpon

‘/,'Z//é%: CupoTa AnekcaHap AHaTonbesuy

Kadenpa TexHonormn obpaboTkm n 3awmTtbl nHoOpMaLuunn
03.05.2023

PABOYASA MPOrPAMMA YYEBEHON OUCLUMNNUHDI
B1.0.24 UHdopmaLmoHHasa 6e30nacHOCTb

1. Kog u HaumeHoBaHMe HanpaBneHUs NoAroToBku/cneunanbHOCTMU:
09.03.03 lNMpuknagHas nHpopmaTrka

2. Mpodunb nogroToBku/cneumanmnsauusa:

MpuknagHas HopmaTMKa B SKOHOMUKE

3. KBanudukaumsa BbinycKHUKA:

bakanaspuart

4. dopma oby4eHUA:

OuyHag

5. Kachegpa, oTBevarowan 3a peanmsaymio QUCLUNNUHDbI:

Kadenpa texHonornm o6paboTkm n 3awwmTbl MHopMaLumnm

6. CocTtaBuTENM NporpaMmmbil:

[ptoveHko Muxann AHaTonbeBunY, K.T.H., JOUEHT

7. PekomeHpaoBaHa:

MpoTtokon Ne7 ot 03.05.2023

8. YuebBHbIN roa: 2026-2027 CemecTp(bl)/TpumecTp(bl): 8



9. Llenn 1 3apayum y4e6HON ANCUUNIIUHDBI

Llensimu oceoeHusi y4ebHOoU OucyurniuHbl 61150 mcs:

U3yyeHue meopemuyecKkux OCHO8 UHGhopMalyUuoHHOU be3onacHocmu, 3auyumal
UHgbopMauuu om HecaHKUUOHUPO8aHHO20 docmyra, obecrne4yeHuss KOHgUuOeHyuaIbHocmu
obMmeHa uHgopmayuel 8 UHhOPMaUUOHHO-8bIYUCIUMEbHbLIX cuCmMeMax, 80rpocos8 3aujumsal
UCXOO0HbIX U 6alim KoOo8 rpoepaMm; osriadeHue rnpakmu4ecKUMU HasbikaMu rpUMeHeHUSs
mMemodoe Kpurnimoepaguu, cmeaaHozpaghuu, nosydeHue rnpogeccuoHarbHbIX KomnemeHyul 8
obriacmu coepeMeHHbIX mexHo102ul 3awumael UHGhopMayuu.

3adayu y4yebHoU OuCyUMNUHBI:
obyyeHue cmydeHmo8 meopemu4ecKuM U rpakmu4yecKkuM acriekmam obecrieqyeHusi
UHgopmayuoHHou be3ornacHocmu;
obyyeHue cmydeHmos 6a308bIM rpuUHYyUNam 3auumsl KOHUOeHYUaIbHOU
uHgopmayuu, Memodam udeHmucbukayuu, aymeHmucbukayuu rosb3oeamerseu
UHGbopMayuoHHOU cucmeMal, NpUHYyUnam op2aHusayuu CKpbImbIX KaHasios rnepedadyu
UHghopmayuu, rnpuHyunam 3aujumsl agmopcKux npae Ha 06bekmsl yughposou
UHmMersnnekmyarnbHol cobcmeeHHoCcmu;
osradeHue rnpakmu4ecKUMU HasblKaMu MpUMEeHeHUs1 meopemuyYeckux 3HaHul 0rsi
wughposaHusi KOH¢hudeHyuanbHOU UHGOpMayuuU, cmeaaHoepaghu4eCcKko20 CKpbIMuUs
UHghopMmayuu, KOHMPOJIs 3a UeroCmHOCMbi0 UHGhopMayuu, peweHus 3aday
udeHmuguKayuu u aymeHmugbukayuu.

10. MecTo yuyebHOM ancuunuHbl B cTpykType OOIT:

BxoauTt B 6ok obasaTtenbHbixX aucumnivH B1.0.

BxogHble 3HaHMa B obnactm yctponmctBa 3OBM UM onepauMoOHHbIX CUCTEM,
npuHUMNax nx paboTbl, CETEBLIX TEXHOMNOMMN, MHOOPMATUKK.

11. MnaHupyemMble pe3ynbTaTbl O0y4YeHUsi MO AUCUUNNMHEe/MOAYNI0 (3HAHUSA, YMeHuUA,
HaBbIKW), COOTHECEHHbIe C NNIaHUPYyeMbIMU pe3ynbTaTaMuM OCBOeHUS o6pa3oBaTesNibHOM
nporpaMmmbl (KOMNeTEeHLMAMU) U UHAUKATOPaMU UX OOCTUXKEHUA:

Kog HasBaHue Koga(kl) WHankaTop(bl) MnaHupyemble pesynbTaTbl 00y4eHus
KOMMeTeHL MM
OrlK-3 | CnocobeH OrlK-3.1 | 3HaeT npuHumnbl, 3HaTb:
pewartb MEeTOoAbl N CpeacTBa | OCHOBHbIE  TEOpeTUYecKkMe U MpakTnyeckue
CcTaHOapTHble peLueHus acnekTbl obecneyeHus NMHOPMaLIMOHHON
3agaym CTaHAapTHbIX 3aga4y | 6e3onacHOCTW,  OCHOBHble  TpeboBaHMA K
npodyeccuoHarbH npodeccuoHaneHon | obecnevyeHnto MHGPOPMaLMOHHON Ge3onacHocTy,
OV OeATenbHOCTH 0eATeNnbHOCTN Ha B TOM 4uCre 3alinTe rocygapcTBEHHOM TarHbl.
Ha OCHOoBe OCHOBE
MHOPMAaLIMOHHO MHOPMaLIMOHHON 1
" n o6nbnmorpadunyecko
oubnuorpaduyec M KynbTypbl C
KOW KymnbTypbl C npUMeHeHnem
npuMeHeHnem WHpopMaLIMOHHO-
WHpOpPMaLIMOHHO- KOMMYHUKaLNOHHbIX
KOMMYHUKALWNOHH TEXHOMOrMn 1 ¢
bIX TEXHOMNOTUA W YY4E€TOM OCHOBHbIX
c yyeTom TpeboBaHui
OCHOBHbIX NHOopMaLIMOHHON
TpeboBaHum ©e3onacHocTH
WHOpMaLMOHHO
1 6e3onacHocTM
OrlK-3.2 | YmeerT pewaTtb YMmeTb:

CTaHOapTHble
3agaum
npodeccrnoHarnbHON
OeAaTenbHOCTU Ha
OCHOBE

NMPUMEHATb Ha MPaKTUKe TeopeTUYeckne 3HaHus
B o6GnacTtu Kpuntorpadgumu 1 cteraHorpadguu.




WHPOPMaLIMOHHON U
onbnuorpadguyecko
N KynbTypbl C
NpYMEHeHVEM
MHOPMaLIMOHHO-
KOMMYHWKaLNOHHBIX
TEXHOMOrmm n ¢
Y4ETOM OCHOBHbIX

TpeboBaHuin
WHOpMaLIMOHHON
©e3onacHoCTn
OrlK-3.3 | BnapgeeT HaBblkamu | BnageTs:
noaroToBKN NPaKkTU4ECKMMM  HaBblkaMn  pa3paboTku wn
0630poB, npUuMeHeHus B npoceccnoHansHon
aHHoTauun, 0eAaTenbHOCTH KpunTorpaguieckmnx [
CoCTaBneHus cTeraHorpadynu4ecknx anropuTMoB.
pedepaTos,
Hay4HbIX AOKNanoB.,
nyénvkauun, n
onbnuorpadun no
Hay4HO-
nccrnegoBaTenbCKom
paboTe ¢ y4eTom
TpeboBaHuin
NHEOPMALIMOHHOM
©e3onacHoCTn
OrlK-4 | CnocobeH OrllK-4.1 | 3HaeT OCHOBHbIE 3HarTb:
y4yacTBOBaTb B cTaHgapThl MeToabl 7] cpeacrtea 3alnThI
pa3paboTke odopMneHus KOHUAeHUManNbLHOCTN  MHGOpMaUuK, MeToabl
CTaHOapToB, TEXHNYECKON KOHTPOMS  LUENOCTHOCTM U ayTeHTudumkaumm
HOPM ¥ npasun, a OOKYMeHTaumm Ha OaHHbIX, MNPUHUMNbLI  OpraHmM3auun  CKPbITbIX
Takke pasnnyHbIX CTaguax | KaHanoB nepedadn nHgpopmaumn.
TEXHUYECKON YKU3HEHHOTO UMKMa
OOKyMeHTauuu, MHOPMaLIMOHHON
CcBSA3aHHOM c CUCTEMBbI
npodyeccuoHarbH
on
OeaTenbHOCTLI0
OlK-4.2 | YMeeT NpuMeHsiTb YmeTb:
cTaHgapThl paspabaTtbiBaTb W MNPUMEHSTb Ha MNpaKTuKe
odopMneHus cneynanmsnpoBaHHble NporpaMMmHble CpeacTBa
TEXHNYECKON B WHTepecax obecnevyeHuss ©Oe3onacHoOCTU W
OOKyMeHTauun Ha LLeNOCTHOCTW JaHHbIX.
pasfnyHbIX CTagusax
YKU3HEHHOTO LMKna
NHPOpMaLIMOHHON
CUCTEMBI.
OrlK-4.3 | BnapgeeT HaBblkamu | BnageTs:
COCTaBIEHMS NpakTU4EeCKUMM HaBbIKamMu NPUMEHEHMS
TEXHUYECKON crneumanm3MpoBaHHbIX MPOrPaMMHbIX CPeacTs,
OOKyMeHTauun Ha npeaHasHa4YeHHbIX ans obecne4veHns

pasnuyHbIX aTanax
XM3HEHHOTO LMKIa
MHOPMaLMOHHON
CUCTEMBI.

6e30MacHOCTUN N LLENOCTHOCTU AaHHbIX.

12. O6beM AMcuUNnHbI B 3a4eTHbIX eguHuuax/vyac. — 2/72.

Popma NpOMEXYTOHYHOM aTTEeCTALMU 3a4ET C OLEHKOMN.

13. TpypoemkocTb No Buaam yuyebHon paboTbl

Bug yuebHon pabotbl

TpyaoemMKocTb

Bcero

Mo cemecTpam

Ne cemecTpa 8 |

Ne cemecTpa |




AyaNTOpHbIE 3aHATUSA 60 60
nekunm 48 48
B TOM 4ymChe: npakTuyeckme
nabopaTopHble 12 12
CamocTosTenbHasi paborta 12 12
B TOM Ymncne: KypcoBas paboTa (NpoekT)
dopma NPoOMEXYTOYHOM aTTecTaumnm
(3a4em c oueHkol — 4ac.)
UToro: 72 72

13.1. CopepxaHue QUCLUMNIUHDI

Peannsauus
pasgena
Ne n/n HaumeHosakue pasnena CopepxaHue pasgena guCuunIivHbl ANCLANINHBI C
ANCUUNNNHBI NOMOLLbH0
OHnamnH-Kypca,
QYMK*
1. Jlekuum

11 OcHoBbI rocygapCTBEHHON [MoHsATMe HaumoHanbHOM 6e3onacHoOCTK. CospgaH
WMHOPMALIMOHHOM MudopmaumnoHHasa 6e3onacHOCTb B cucteme 3MNEKTPOHHbIN
NOSIUTUKN U HauunoHanbHon 6e3onacHocTn Poccumnckom Kypc,
MHdOPMaLIMOHHON denepaumn. pasmeLleHbl
©esonacHocTn Poccuiickon | FocygapcTBeHHas MHpopMaunoHHasa nonuTumka. MaTepwuansl K
denepaumm MHdopmaumnoHHble pecypcsbl. MNpobnembl nekuuu.

MHGOPMALIMOHHON BOMHBI.
Mpobnembl MHOPpMaLNOHHOM 6e30nacHOCTM B cdepe
rocyaapCTBEHHOIO M MYHULMNANBHOIO yNpaBneHus.

1.2 WudopmaumoHHas CoBpemeHHas nocTaHoBKa 3apjaun 3awmTbl | CosgaH
©e3onacHocTb WMHopmauuu. 3NEKTPOHHBIN
aBTOMaTU3NPOBAHHbIX OpraHu3aumoHHO-NpaBoBoe obecneyeHue, | Kypc,
cucTtem WHdopmaunoHHon BesonacHocTn. MHdopMaumoHHbIE | pasMeLleHbl

cucTeMbl. Yrposbl nHdopmMaumun. mMaTepwansl
MeToabl 1 MOAENY OLIEHKU YA3BUMOCTN MHOpMaLUMK. | NeKUmK.
1.3 MeToabl U MOOENU OLIEHKU AMNMpUYECKNin NOOX0A K OLLEHKe CospaH
YS1I3BUMOCTM MHpopmMaLum ysa3BUMOCTM  uHGopMaumu. Cuctema C  MOMHbIM | SMEKTPOHHbIN
nepekpbiTeM. [lpakTudeckasn peanusaumss MoAenu | Kypc,
«yrposa - 3awuTa. pasMeLLleHbI
MaTepwuansl
nekumu.

14 PekomeHpgaumm no PekomeHaauum No MCnonb30BaHMIO MOAeNen OLEHKN CosgaH
NCnonb30BaHMIO Moaernen YS13BUMOCTM MHpopmMaLunm 3NEKTPOHHbIN
OLLEHKM Kypc,
Yys1I3BUMOCTM MHCpopMaLum pasmeLLeHbl

mMaTepwuansl
nekunu.

15 MeToael onpegeneHuns MeTtogbl onpepeneHuns TpeboBaHun Kk 3awmte | CosgaH
TpeboBaHWI K 3alunTe MHdOopMaLnn 3MEKTPOHHbIN
WHpopmaumm Kypc,

pasMeLLeHbI
MaTepuansl
nekumu.

1.6 PyHKUMM 1 3adaun 3awmTbl | Obwme MOJIOXKEHUSI. MeTtoapl dopmupoBanunsa | CosgaH
MHdopMaLnn dyHKUNIA 3alWmThl. Knaccsbl 3agad 3aLlMTbl | NEKTPOHHBbIN

uHdopmaumm.  OyHkuum  3awmTbl.  CocTosHMA 1 | Kypc,

YHKUUN CUCTEMBI 3aLLMTbI MHCbopMaLmm pasMeLLeHbl
MaTepwuanbl
NeKkunn.

1.7 Crtpateruu 3awmrbl Crtpareruu 3awmTbl MHpopmaumn. CospgaH

WHopmauum 3NEKTPOHHbIN
Kypc,
pasmMeLLeHbl
mMaTepwuansl

nekuunm.




1.8 Cnocobbl 1 cpeacTea Cnocobbl 1 cpeacTBa 3almThl MHOpMaLUK. CospaH

3aWnTbl HOpMaLLUM ANEKTPOHHbIN
Kypc,
pasMeLLleHbI
maTtepuansl K
neKuun.

1.9 KpunTorpadgumyeckme TpeboBaHuA K KpUNTOCMCTEMAM. CospgaH
MeTOAbl 3auThI OcHoBHble anropuTMbl WwWndgpoBaxus. Lindgposelie 3MNEKTPOHHBbIN
UHdopmaLmm noanucum. Kypc,

Kpuntorpaduyeckme xeL-gyHKumnu. pasmeLleHbl
Kpuntorpaduyeckme reHepaTopbl CryYanHbIX YMCen. mMaTtepuvanbl K
Ob6ecneunBaemas LWUNPPOM CTENEHDb 3aLLMUTLI. nekuuu.
KpuntoaHanua u atakm Ha KpunTOCUCTEMBI.

Lincposble BogsHbie 3Haku (LIB3), Buabl peanusauuu,

npakTnyeckme obnacTv NpUMeHEHuUs.

1.10 | ApxutekTypa cucTem TpeboBaHus k apxutektype C3W. lMoctpoeHne C3W. | Co3agaH

3aWmMTbl UHGOPMaLIUK Agpo cuctembl  3awmTbl  MHoOpMaunn. Pecypcbl | 3NeKTPOHHbIN
CUCTEMbI 3aLUMTbl MHOPMaLIMK. Kypc,
pasMeLLleHbI
matepuanbl K
nekuun.
2. MpaKkTuyeckne 3aHATUA
3. llTabopaTopHble 3aHATUA

3.1 KpunTorpadguyeckme 1. MpakTnyeckoe n3yyeHme paboTbl anroputmoB | Co3gaH
MeToAb! 3aLMUThI 65104HOr0 CUMMETPUYHOTO LINEPOBAHNS. 3MNEKTPOHHbIN
nHdopmaumm 2. N3yyeHne kpunTorpadmyeckmx reHepaTtopoB | Kypc.

cnyvavHbIX Yncern. PasmeLlueHbl
3. MpakTuyeckoe n3yyeHue paboTbl | MHOMBUAOYANbHbI
aCUMMETPUYHbBIX anropuTMoB LUNGPOBAHUS. e 3agjaHua ans
4. M3yueHune YaCTOTHbIX XapakTepUCTUK | BbIMOSTHEHUSA
TEKCTOBbIX COOOLLEHWIA. nabopaTopHbIX
5. M3yyeHne anropuTmoB cTeraHorpacuyeckoro | pabort.
CKPbITUSA [AaHHbIX B MPOCTPAHCTBEHHOW W YAaCTOTHOM
obrnactm KoHTeWHepoB (Ha npuMepe LMAPOBbIX
n300paxKeHun).
6. MpakTuyeckoe  M3yvyeHMe  MNPUHUMNOB WU
MEeTOOOB CTeroaHanumsa (Ha npumMepe BU3yarbHOro u
CTaTUCTMYECKOrO cTeroaHanusa UMdpPOBbIX
n3obpaxeHun).
13.2. Tembl (pasaenbl) AUCUUNININMHBI U BUAbI 3aHATUN
Buabl 3aHATUN (KONMYECTBO YacoB)
Ne HavmeHoBaHue TeMbl
CamocTtosaTenbHas
n/n (pasgena) gucumnnuHbl | Jlekuun MpakTuyeckme | JlabopaTtopHble pabota Bcero
1 | OcHosebl
rocygapCTBeHHON
MHdOPMaLIMOHHON
NOMUTUKN W 8 8
MHOPMaLIMOHHON
BesonacHocTn
Poccuiickon ®egepauun
2 | NHdopmaumoHHas
BesonacHocTb
aBTOMaTN3VNPOBAHHbIX 4 4
CUCTEM
3 | MeToabl n mogenu
OLIEHKN YA3BMMOCTH 4 4
MHdopMaLnn
4 | PekoMeHgaumm no
MCMNOMb30BaHNIO MoAeNen
OLEHKUN YSA3BUMOCTHU 2 2
MHdopMaLnn
5 | MeToabl onpegeneHns 5 5




TpeboBaHWi K 3awumTe
WHpopmaunm

6 | dyHKUMKU U 3aga4m
3aWnTbl MHOPMaLUM 4 4

7 | Ctpaterum 3awuThbl
MHdopMaLnm 4 4

8 | Cnocobbl 1 cpeacTBa
3aLLUmMTbl MHopMaLuUK 4 4

9 | Kpuntorpadguyeckume
MeTOobl 3aLUThl 12 12 12 36
MHdopMaLnm

10 | ApxuTekTypa cuctem
3aLMTbI MHOPMaLUM 4 4

NToro: 48 12 12 72

14. MeTogM4ecKkue yKkasaHus Ans 00y4aroLWwmxca N0 OCBOEHUIO AUCLUMIINHDI:

1) Mpw N3y4eHnn aucuUMnInHLI pEKOMEHAYETCS UCNOob30BaTh creayroLme CpeacTaa:
- peKOMeHyeMY0 OCHOBHYHO U AOMNONHUTENBHYIO NUTEpaTypy;

- MeToanYeckMe ykasaHus 1 nocobus;

- KOHTPOIbHbIE 3aaHNs AN 3aKpenneHnst TeoOpeTUYEeCcKoro maTepuana;

- 3NEKTPOHHbIE BEPCUM Y4EOHUKOB 1 METOAMYECKUX YKasaHWi ANs BbiNOSHEeHWUst nabopaTopHoO -
npakTu4ecknx paboT (Mpu HEOGXOANUMOCTM MaTepuarbl paccbiNatTcs MO AMEKTPOHHON noYTe).

2) [ns MakcMmManbHOro yCBOEHWUSI AUCLUMMINHBI peKoMeHAyeTCs NpoBeAeHNe NMCbMEHHOro
onpoca (TecTupoBaHue, pelleHne 3aaay) CTyAEeHTOB No mMatepuanam nekumMin U npakTu4ecknx
paboT. lMopbopka BOMPOCOB ANS TECTMPOBAHWSI OCYLLECTBMSIETCA Ha OCHOBE W3Y4YEeHHOro
TEOpETMYECKOro MaTepuarna.

Takon nogxon nMO3BONSAET MOBbICUTL MOTUBALUIO CTyOeHTOB TpW KOHCNEKTUpoBaHNKU
JIEKUMOHHOIro matepuana.

3) Mpn npoBegeHMn nabopaTopHbIX 3aHATU obecneyMBaeTCA MakcMMmarbHasi CTeneHb
COOTBETCTBUA C MaTepuarniomMm feKUMOHHbIX 3aHATUM K OCYLLECTBNSETCA 3KCNepuMMeHTarnbHas
npoBepka MeTOOOB, anropuTMOB M TexHomnorum obpaboTkM WHgopmauuun, msnaraemblx B
pamkax nekumn.

4) Mpn nepexoge Ha OUCTAHLUMOHHBIA PEXMM OOYYeHUA AN CO3L4aHMSA  ANEKTPOHHbIX
KypCOB, YTEHMS INeKUUin OH-NMavH W npoBeAeHns nabopaTopHO- NPAKTUYECKUX 3aHATUMN
ncnonb3yeTcss UHGOpPMaunoHHble pecypcbl OOpasoBatenbHOro noprtana "OneKTPOHHbIN
yHuBepcuteT BI'Y (https:\\edu.vsu.ru), 6asupytoulerocst Ha cucteme UCTaHUNOHHOIO 0byyYeHus
Moodle, pa3BepHyTON B YHUBEPCUTETE.

15. lNepeyeHb OCHOBHOW U [OOMNOJSIHUTENLHOW NUTEpPaTypbl, PECYPCOB WHTEpPHET,
HeobXoAUMbIX ONsi OCBOEHUSI AUCLUMIIUHbI

a) OCHOBHasg nuTeparypa:
Ne n/n McTOYHMK

dununnoe, b.U. MHdopmaumoHHasa 6e3onacHocTb. OCHOBbI HAAEXHOCTU CPEACTB CBSA3M :
y4ebHuk / B.U. dununnos, O.I". LLepcTHeBa. — MockBsa ; bepnwuH : dnpekt-Megna, 2019. — 241

1
C. : vn., Tabn. — Pexxum goctyna: no nognmcke. — URL:
https://biblioclub.ru/index.php?page=book&id=499170
bapaHoBa, EneHa KoHcTaHTuHOBHA. MIHpopmaumnoHHas 6e3onacHOCTb 1 3awmTta

2 nHdopmaumm : yuebHoe nocobue : [ans cTyq., obyyatowmxca no HanpasneHuto "MpuknagHas

nHdopmaTuka"] / E.K. bapaHoBa, A.B. babaw .— 4-e u3g. nepepab. n gon. — Mocksa : PUOP
: MIHOPA-M, 2019 .— 334, [1] c. : un., Tabn. — (Bbicluee obpa3oBaHune) .— bubnuorp.: ¢. 327-




\ \ 330.

6) gononHWTenbHaa nuTeparypa:

Ne n/n NCTOYHNKK

1 OnemeHTbl TEOPUM YMCeN 1 KpUTo3almTa : y4ebHoe nocobue / BopoHex. roc. yH-T; cocT. : b.H.
BopoHekos, A.C. Weronesatbix .— BopoHex : ML BI'Y, 2008 .— 87 c. : un .— bubnuorp.:
c.87
— <URL.:http://www.lib.vsu.ru/elib/texts/method/vsu/m08-95.pdf>.

2 KpunTtorpadgudeckme metogbl 3awmThl HGOpMaLmm : y4ebHoe nocobme ons By3oB /
BopoHex. roc. yH-T; cocT. b.H. BopoHkoB .— BopoHex : UINL| BI'Y, 2008 .— 58 c. :nun.—
Bubnwuorp.:

€.52-58 .— <URL:http://www.lib.vsu.ru/elib/texts/method/vsu/m08-17.pdf>.

3 MpnbyHuH B.I'. Lnudpposas cteraHorpadoms / B.I'. F'pnbyHnH, N.H. Okos, M.B. TypuHueB. —
M.: COJIOH-Ipecc, 2002. — 272 c.

4 Teopemuyeckue 0CHO8bI KOMbrOmMepHoU besonacHocmu (y4ebHoe rnocobue 0nsi BY30s) /
M.H. feesiHuH [u Op.]. — M.: Paduo u ces3sb, 2000 - 192c.

B) MH(pOpPMaALIMOHHbIE SNEKTPOHHO-06pa3oBaTenbHble pecypchl (ouumnansHble pecypcbl UHTEPHET)™:
Ne n/n Pecypc
OneKTPOHHbIN KaTanor Hay4yHon 6ubnunoTtekm BopoHexcKkoro rocyaapCTBeHHOrO yHUBeEpcuUTeTa. —
1 (http // www.lib.vsu.rul).
O6pasoBaTerbHbI NopTan «ANeKTPoHHbIM yHMBepcuTeT BIY».— (https://edu.vsu.ru/)

2

OBC NaHb — JlnueHsnonHbIn gorosop Ne3010-14/37-23 o1 07.03.2023 (cpok NnpeaocTaBrneHuns ¢
3 12.03.2023 no 11.03.2024)

OBC «YHuBepcuteTckasi bubnmoteka online» — KoHtpakT Ne3010-06/23-22 ot 30.12.2022(cpok
4 npegoctasneHus ¢ 12.01.2023 no 11.01.2024)
OBC «KoHcynbTaHT cTyaeHTa» — JlnueHanoHHbii gorosop Ne3010-06/22-22 ot 30.12.2022 (¢
gononHutensHbiM cornawenne Ne1 ot 09.01.2023) (cpok npegoctaeneHuns ¢ 12.01.2023 no
11.01.2024)

5

16. NMepeyeHb y4eOHO-MeTOaQNYECKOrO obecnevyeHns Ans caMoCTOATeNIbHOM pPaboThl

Ne n/n McToYHMK

1 OcHoBbI MHCpOpPMaLMOHHON Be3onacHOCTM [ANeKTPOHHLIN pecypc] : y4eb. nocobue / E.B.
Bbenos, B.IN. Jlock, P.B. Mewepsikos, A.A. LLlenynaHos .— M. : ['opsyasa nuHnsa — Tenekom,
2011 .— 559 c. : un. — ISBN 5-93517-292-5 .— ISBN 978-5-93517-292-5 .— Pexum goctyna:
https://rucont.ru/efd/202786

1. 17. O6pa3oBaTefibHble TEXHONOrMKU, UCMONb3yeMble Npu peanusauum y4eb6HOWM
AVUCLMNIINHBbI, BKIKOYasA AUCTaHUMOHHble obpasoBaTtenbHble TexHonoruu (OOT,
3aneKkTpoHHoe oby4yeHue (J0), cmewaHHOe 0Gy4YeHue):

2. [ns peanusaumn y4ebHOro npouecca ncnonb3yeTcs:
3. MO OC Windows v.7, 8, 10, Visual Studio, v. 2010-2019.

4. Mpn npoBeAeHUN 3aHATUA B OUCTAHLUMOHHOM pexume OoOyyYyeHUs MCNOonb3yTCA
TEXHUYECKNE N MHGOPMaLMOHHbIE pecypcbl OBpasoBaTesibHOro noptana "OneKkTPOHHbIN
yHuepcuteT BIY" (https:\\edu.vsu.ru), 6asupytowieroca Ha cucteme AUCTAHLMOHHOMO
oby4yeHnsa Moodle, pa3BepHyToN B yHUBEpPCUTETE.

5. 18. MaTtepmanbHO-TeXHM4YeCKoe obecnevyeHne AUCLUMNIIUHDbI:
6. 1) 394018, r. BopoHex, nnowanb YHMBepcuteTckas, 4. 1, kopnyc 1a, aya. 479

7. YyebHaa ayautopusa: cneyuanmampoBaHHas mebenb, KoMnboTEP NpenogasaTens is-
8400-2,8I'Ty, moHuTOp ¢ XKK 19", MynbTUMeaunNHbIN NPOEKTOP, 3KPaH
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8. NO: OC Windows v.7, 8, 10, Visual Studio, v. 2010-2019, HaGop yTtunut
(apxuBaTopsbl, (hann-meHemxepbl).

9. 2) 394018, r. BopoHex, nnowaab YHmBepcuteTckas, a. 1, kopnyc 1a, ayantopus 292

10.YyebHas aygutopusa: cneumnanuanpoBaHHass Mebenb, KOMMbIOTEP npenogaBaTens
Pentium-G3420-3,2Tuy, mMoHutop Cc XKK 17", MynbTUMeOuMHbIA MPOEKTOpP, 3KpaH.
Cuctema gns BugeokoHdepeHumn Logitech ConferenceCam Group u HoyTtbyk 15.6”
FHD Lenovo V155-15API

11.M0: OC Windows v.7, 8, 10, Visual Studio, v. 2010-2019, Habop ytunut (apxmBaTopbl,
dann-meHegxepsbl), LibreOffice v.5-7, Foxit PDF Reader.

12.3) 394018, r. BopoHex, nnowanb YHuBepcuteTckas, a. 1, kopnyc 1a, ayg. 380

13.Y4yebHas ayguTtopus: cneumanusanpoBaHHas Mebenb, KomnbkoTep npenopasaTens i3-
3240-3,4' Ty, moHuTOop € KK 17", MynbTUMEOUIHbINA NMPOEKTOP, 3KpaH

14.10: OC Windows v.7, 8, 10, Visual Studio, v. 2010-2019, Habop ytunut (apxuBaTophil,
dann-meHegxkepsbl), LibreOffice v.5-7, Foxit PDF Reader.

15.4) 394018, r. BopoHex, nnowanb YHuBepcutetckas, a. 1, kopnyc 1a, aygutopua 290

16.Y4yebHas ayautopus: crneuvanmsavpoBaHHaa Mebernb, nepcoHanbHble KOMMbITEPbl Ha
base i7-7800x-41"Ty, MmoHUTOPLI KK 277 (12 WT.), MyNnbTUMEANNHBIA NPOEKTOP, SKPaH.

17.JlabopatopHoe o0b6opyooBaHME WCKYCCTBEHHOrO WHTennekra: paboyune wmecta —
nepcoHanbHble KomnbloTepbl Ha Gase i7-7800x-41Tu, moHuTopbl KK 27" (12 wrT.);
moaynn AO HIL «3NBUC»: npoueccopHbin Cantot-3J1241MM2 (9 wT.), oTNnago4HbIn
Cantot-3J1240M1 (9 wrt.), amynarop MC-USB-JTAG (9 wrt.).

18.JTabopaTopHoe obopyaoBaHNE ANEKTPOHUKUN, ANEKTPOTEXHUKN U CXEMOTEXHUKU: paboyune
MecTa — nepcoHaribHble KoMMbloTepbl Ha 6ase i7-7800x-41Tu, moHuTOopbl KK 27" (12
LIT.); CTEHA ONA NPaKTUYEeCKNX 3aHATUK no anekTpuyeckum uenam (KL-100); cteng ans
n3ydeHns aHanoroebix anekTpudecknx cxem (KL-200); cteHg ana udyydeHnsa umdpoBbIX
cxem (KL-300).

19.1M0O: OC Windows v.7, 8, 10, Visual Studio, v. 2010-2019, Habop ytunut (apxmsaTopbl,
dann-meHepxkepsl), LibreOffice v.5-7, Foxit PDF Reader
19. OueHou4HbIe cpeacTBa ANsl NPOBeAEHUA TEKYLEeNn U NPOMEXYTOYHOM aTTecTauum

Mopsiaok OUeHKkM ocBoeHusi obyvarowmmmncs yd4ebHoro MaTepuana onpeaensieTcs
coaepkaHMeM crneayLmx pasaenos AUCUUNINHGI:

WupunkaTop(bl)

Ne KomneteH OueHo4Hble
HanmeHoBaHue pasgena gucuunnuHbl (Mogyns) JOCTMKEHUS

n/n ums(mn) cpencTea

KOMNeTeHUMmn
Pasgenbl 1-10
OcHoBbI rocyaapCTBEHHON NHAOPMALMOHHON
NONUTUKM U MHpOPMaLIMOHHON Ge3onacHoCTH
T, CobecepnoBaHue,
Poccuickon degepaumm.
KOHTpOSbHas
MHdopmaumnoHHasi 6e3onacHoCTb paboTa no
aBTOMaTU3NPOBAHHBLIX CUCTEM.

1. P OrlK-3 OlK-3.1 COOTBETCTBYIOLLNM
MeToabl U MOAENU OLEHKN YA3BMMOCTH a30enaM
MHdOopMaLn. pasA )

_ JlabopaTtopHble
PekomeHaaumm no ucnonb30BaHUIO Moaenemn 260Th! 1-6
OLLEHKN YA3BMMOCTU MHOpMaLUW. P '
MeToabl onpenenenunsa TpedoBaHn K 3awmTe
WHopmaumn.




Ne
n/n

HaumeHoBaHue pasgena QucUMnvHbl (Mogyns)

KomneTeH
uusi(v)

MuaunkaTtop(bl)
OOCTUKEHNS
KOMMNeTeHunn

OueHo4Hble
cpencTtea

PyHKUMM 1 3a4a4n 3aLUMTbI MHOPMaL M.
CrtpaTteruu 3awutbl MHGOPMaLUK.

Cnocob6bl 1 cpeacTBa 3awwmnTbl MHOpMaLuun.
KpunTorpadguyeckme metoabl 3awuThbl
MHdopMaLnu.

ApXMTEKTYpa CUCTEM 3aLMTbl MHOPMaLMK.

Paspenbl 1-10

OcHoBbI rocygapcTBEHHOW MHGOPMALMOHHOM
NONUTUKM N MHCpOpMaLIMOHHON Be3onacHoCTH
Poccuiickon ®epepauuun.

NHdopmaumnoHHas 6esonacHoCTb
aBTOMaTU3MPOBAHHbLIX CUCTEM.

MeToabl 1 MOOENWN OLIEHKM YA3BMMOCTU
MHdopMaLnu.

PekomeHgaumm no Mcnonb3oBaHUO MoAenen
OLEHKUN YA3BUMOCTU MHpopMaLuu.

MeToabl onpegenennst TpeboBaHWI K 3awmTe
MHdopMaLnu.

DYHKLMM 1 3a4a4M 3aLnUTbl MHOpMaLUN.
CrtpaTteruu 3awutbl nHdopmaumm.

Cnocobbl 1 cpeacTBa 3awmnTbl MHPOPpMaLnN.
KpunTorpaduyeckme metoabl 3aWwuThbl
UHopmaunn.

ApxuTeKTypa cuctem 3aLmTtbl MHdopMaumm.

OrK-3

OlK-3.2

CobecenoBaHue,
KOHTpOsibHas
paboTta no
COOTBETCTBYHOLLMM
pasgenam.
JTabopaTtopHble
paboTbl 1-6.

Pasgenbl 1-10

OcHoBbI rocygapCTBEHHOM MHGOPMaLMOHHOM
NOMNUTUKM N MHPOPMaLIMOHHON Ge3onacHoOCTH
Poccuitckon denepaumm.

MHdopmaumnoHHast 6e3onacHoCTb
aBTOMaTU3NPOBAHHbIX CUCTEM.

MeToabl 1 MOAENU OLIEHKN YA3BMMOCTH
WHopmaunn.

PekomeHaaumm no Mcnonb30BaHUIO Moaenemn
OLLEHKN YA3BMMOCTU MHGbOpMaLUW.

MeToabl onpeaeneHns TpeboBaHWi K 3aLumTe
WHopmaunn.

DYHKLMM U 3a4a4u 3aLUTbl MHopMaLuu.
CtpaTeruu 3awuTbl UHOpMaLU.

Cnocobbl 1 cpecTBa 3awwmTbl MHCbOpMaLUN.
Kpuntorpaduyeckme metobl 3aLmThbl
MHdOopMaLnu.

ApXUTEKTYpa CUCTEM 3aLLMTbI MHGOPMaLIUK.

OrllK-3

OlK-3.3

CobecepnoBaHue,
KOHTpOmbHas
paboTta no
COOTBETCTBYOLLUM
pasgenam.
JlabopaTtopHble
paboTbl 1-6.

Paspenbl 1-10

OcHoBbI rocyaapCTBEHHON NHAOPMaLMOHHON
NOMUTUKM N NHOPMaLIMOHHOM Be3onacHoCTU
Poccuiickon ®epepauum.

NudopmaumoHHasa 6e3onacHOCTb
aBTOMaTU3MPOBaHHbIX CUCTEM.

MeToabl 1 MOOENWN OLIEHKM YA3BMMOCTH
MHdOopMaLn.

PekomeHgaLumMm no Mcnonb3oBaHUo Moaenen
OLEHKUN YA3BUMOCTU MHpOpMaLuu.

MeToabl onpeneneHns TpeboBaHUi K 3alumTe
MHdOopMaLn.

PyHKUMM 1 3a4a4M 3aLUWTbI MHOpMaL .
CrtpaTteruu 3awutbl nHdOpMaLnK.

Cnocob6bl 1 cpeacTBa 3awmnTbl MHOpMaLUN.
Kpuntorpaduyeckme metobl 3almThl
WHopmaunn.

ApXUTEKTYpa CUCTEM 3aLUMTbLI UHPOPMaLIUW.

OriK-4

OlK-4.1

CobecepnoBaHue,
KOHTpOsbHast
paboTta no
COOTBETCTBYHIOLLMM
pasgenam.
JlabopaTtopHble
paboTbl 1-6.

Paspgenbl 1-10

OrliK-4

OlK-4.2

CobecepnoBaHue,




Ne
n/n

HaumeHoBaHue pasgena QucUMnvHbl (Mogyns)

KomneTeH
uusi(v)

MuaunkaTtop(bl)
OOCTUKEHNS
KOMMNeTeHunn

OueHo4Hble
cpencTtea

OcHoBbI rocygapCTBEHHOM MHAOPMAaLMOHHOM
NOMNUTUKM N MHPOPMaLIMOHHON Be3onacHoCTH
Poccuickon denepaumn.

MHdopmaumnoHHast 6e3onacHoCTb
aBTOMAaTU3MPOBAHHbIX CUCTEM.

MeToabl 1 MOOENWN OLIEHKM YS3BMMOCTHU

KOHTpOSibHas
paboTta no
COOTBETCTBYHOLLMM
pasgenam.
JlabopaTtopHble
paboTbl 1-6.

WHopmauuu.

PekomeHgaumm no Mcnonb3oBaHUO MoAenen

OLEHKUN YA3BUMOCTU MHpOpMaLuu.

MeToabl onpegeneHunsa TpeboBaHUN K 3alumUTe

WHopmauun.

DYHKLMM 1 3aga4m 3aLmTbl MHOopMaLuu.

CrtpaTteruu 3awutbl HGPOPMaLNN.

Cnocob6bl 1 cpeacTBa 3awwmnTbl MHOpMaLnn.

Kpuntorpaduyeckme metobl 3almThI

MHdopMaLnu.

ApXUTEKTYpa CUCTEM 3aLLMTbI MHGOPMaLMK.

Paspenbl 1-10

OcHoBbI rocygapCTBEHHON NHAOPMaLMOHHON

NOMUTUKM N NHOPMALIMOHHOM BesonacHoCTU

Poccuiickon ®eaepauunn.

NudopmaumoHHasa 6e3onacHoOCTb

aBTOMaTU3MPOBAHHbIX CUCTEM.

MeToabl 1 MOgENWN OLEHKM YA3BMMOCTH

MHdopMaLnu.

PekomeHaaumy no ncnonb3oBaHUio Moaenemn

OLLEHKN YA3BUMOCTU MHOPpMaLUK.

MeToabl onpegenennst TpeboBaHWI K 3awmTe

MHdopMaLnu.

DYHKLMM 1 3a4a4M 3aLmUTbl MHOpMaLUN.

CrtpaTteruu 3awutbl nHdopmaumm.

Cnocobbl 1 cpeacTBa 3awwmnTbl MHOPpMaLnN.

Kpuntorpaduyeckme metofsl 3almThbl

WHopmaunn.

ApXUTEKTYpa CUCTEM 3aLLMTbl HPOPMaLUN.

[MpomexyToyHas aTTectauus

dopma KOHTPONs — 3a4eT C OLLEHKOM

CobecenoBaHue,
KOHTpOJsibHast
paboTta no
COOTBETCTBYHOLLMM
pasgenam.
JTabopatopHble
paboTbl 1-6.

OrK-4 OrlK-4.3

20. TunoBble oOLEHOYHbLIE cpeAcTBa UM MeToAMYECKME MaTepuanbl, onpepensrowue
npoueaypbl oLueHUBaHUSA

anMeprlﬁ nepeyeHb NnpmMeHsAeMbIX OLEeHOYHbIX cpeacTB

Ne HanmeHoBaHune lNpencraBneHne oLeHOYHOro Kputepun oueHkn
n/n OLEHOYHOro cpeacTea cpeacTtea B poHAae
1 2 3 4
1 YCTHbIN onpoc Bonpockl no Temam/pasgenam LLikana oueHnBaHmA
OVUCUUNAVHBI COOTBETCTBYET NpMBEAEHHOM B
pasgene 20.2
2 KoHTponbHasa paboTta no | TeopeTnyeckue BONPOCHI MO LLikana oueHnBaHmA
pasgenam gucuunnuHbl | Temam/pasgenam COOTBETCTBYET NpMBEeaeHHON B
OUCUMNNUHBI pasgene 20.2
3 JNNTabopaTopHas paboTa Copepxut 6 nabopaTopHbIX Mpu ycnewHo BbINONHEHUN
3afaHui, paboTbl ocylecTBNsAeTCs AONYCK K
npegycMaTpuBatoLLmnx KOHTpoIbHOW paboTe, B
pa3paboTky U TecTupoBaHune NpoOTUBHOM criydae oby4vatomiics
KpunTorpaguyeckux u He JonycKaeTCs K KOHTPOSbHOW
cTeraHorpadun4eckmx paborTe.
anropuTMoB
4 KM npomexyTo4yHom Kaxabln KOHTPONbLHO- LLikanbl oueHnBaHns npuBeaeHsb! B
atrectauyuu M3MepuUTeribHbIN MaTepuan pasgene 20.2




Ons npoBeeHus
NPOMEXYTOYHOW aTTecTaumnm
BKI0OYaeT 2 Bonpoca ans
KOHTPONS 3HAHWUIW, YMEHUI U
BNageHNN B pamMmKax OLEHKU
YPOBHSI CCHOPMUPOBAHHOCTU
KOMMeTeHUUu.

20.1. TeKywWwMn KOHTPOIb ycrneBaeMocTun

KoHTponb ycneBaeMocTh N0 AUCLMNIIMHE OCYLLECTBIIAETCA C MOMOLLbIO CReayHLNX OLEHOYHbIX
CpencTB:
Mpumep 3agaHnA ANA BbINOJIHEHUA nabopaTtopHon padboThl
Na6opaTtopHasa paboTta Ne3
«M3yyeHne aCUMMETPUYHBLIX anropuTMoOB WK poBaHNA»

Lenb paboTbl:
U3yyeHue pabombi acuMMempUYHbIX an2opummos wughposaHusi Ha npumepe anzopumma RSA.
dPopmMa KOHTPONA: omyém 8 35IeKMpPOHHOM 8ude
KonunyectBo 0TBeAEHHbLIX ayAUTOPHbIX YacoB: 4
3agaHwue:
lNonyyume y npernodasamerns sapuaHm 3adaHusi u Haruwume Kod, peanusyrouwul 3adaHHbIl
anzopumm. Cocmasbme omyém o ripodeniaHHoU pabome, 8 KOMopoM ompa3ume criedyrouue rnyHKmMbI:
OO ncnonHUTENA M HOMEP rPYNnbI.
HassaHue n uenb nabopatopHou paboThi.
Homep cBoeroBapuaHTa.
Koa, HanncaHHbIN UCMONHUTENEM.

5. Pesynbtatbl paboTbl NporpamMmmei.
Mpumepbl KOHTPOSbHBLIX BOMNPOCOB:

PN =

1. Ha 4yem ocHOBbIBaeTCSA HageXHOCTb anroputma RSA?

2. Kakne npeobpasoBaHust nexxaT B OCHOBE KPUNTOCUCTEM C OTKPbITbIM KNKOYOM?
Mpumep BapuaHTa 3agaHus:
MpoBecTn gelumdpoBaHme TeKCTa, 3alumdpoBaHHOro anroputmom RSA, Ha oCcCHOBE N3BECTHOIO
OTKpbITOro Knto4va Kp 1 wudposaHHoro tekcta C.
Kp ={n=471090785117207; e=12377}
C = 314999112281065205361706341517321987491098667.
OnucaHne TexHONorMu NpoBeneHnA

OueHka 3HaHWUI, yMEHWUI N HaBbIKOB, XapakTepuaytoLasn atansl OPMUPOBaHUSA KOMMNETEHLNIA B
pamKax n3y4yeHnsa ANCUUninHbl OCYLLIECTBNSETCA B XOA4E TEKyLLEen U NPOMEXYTOYHON aTTecTauunn.

Tekylwan atrecrtaums NpoBOAMTCA B COOTBETCTBMM C [oNoXxXeHnem o TekyLlen attectaumm
obyyvatoLmxca no nporpaMmmam Bbicllero obpasoBaHms BopoHEXCKOro rocyaapcTBEHHOro
yHMBepcuteTa. Tekylas atrectaumsa npoBogmTcs B opMax YCTHOro onpoca (MHAnBMAyarnbHbIn Onpoc,
dpoHTanbHas 6ecena) n NMCbMeHHbIX paboT (KOHTponbHbIE, NabopaTopHble paboTsl). Mpu oueHnBaHUK
MOTYT UCNONb30BaTbCS KONMMYECTBEHHbIE UM KAYECTBEHHbIE LUKarbl OLEHOK.

TpeboBaHUs K BbINOMHEHWUIO 3a4aHWIA (MNW LIKasbl U KPUTEPUN OLLEEHUBAHMS)

Mpw oLEeHNBaHNM UCNOSL3YETCS KONMMYECTBEHHAS WKana. Kputepum oueHMBaHus npuBeaeHsl
Bblle B Tabnuvue pasgena 20.2.

MpuBenéHHbIE HMXKE 3a4aHUA pPEeKOMEHAyeTCss MUCNoNb3oBaTb NpuU  NpoBeAeHUU
ONarHOCTUYeCKUX paboT ANA OoUueHKN OCTAaTOYHbIX 3HAaHUM MO AUCLUUNIINHE.
3agaHuvs 3aKkpbITOro Tmna

1. Wughp — amo

a) CoCcTosiHME, Bbipaxatolliee npouecc 06pa3oBaHms 3aMPPOBAHHbIX OAHHBIX U3 OTKPbITbIX AaHHbIX;

©0) knoYeBOE 3anoMMHaloLLLEE YCTPONCTBO;




B) COBOKYMHOCTb 06paTnMbIX Npeobpa3oBaHMii MHOXECTBA BO3MOXHbIX OTKPbITbIX JaHHbIX HA8 MHOXECTBO
BO3MOXHbIX 3alUM(POBAHHbIX [AHHbIX, OCYLLECTBIISIEMbIX MO OMNPEeAENIeHHbIM MpaBuiiaM C UCMOJIb30BaHUEM
KIoyen;

r) 3Ha4YeHMe NCXOAHbIX OTKPbITLIX NapaMeTPOB aniropuTMa KpunTorpaduyeckoro npeobpasoBaHmst

2. lns co3daHus nodnucu credyem Ucnosb3o8amb
a) CBOW 3aKpbITbIN KoY,

©) CBOW OTKPbLITBIN KNHOY;

B) 3aKpbITbIN KMOY Nonyvartens;

r) OTKPbITbIA K04 nonydarensi

3. Kpunmocucmembl ¢ nocnedoeamesibHbIM 8bINO/IHEHUEM npeobpa3oeaHuli Had asieMeHmMamu
OMKPbLIMO20 MeKcma Ha3blearomcsi

a) 6noYHbIMK Wndpamu;

©) NOTOYHBIMK WIndpamu;

B) OBOMYHBbIMWU aaaAUTUBHBLIMW LUINDpamu;

r) KPMNTOCUCTEMaMM C KIHOYOM OAHOKPATHOMO NPUMEHEHNS

4. Anzopumm [udpghu-XennmaHa ocHo8aH Ha criedyroujeli Mamemamu4veckol 3adaye
a) thakTopmsaumm uncna;

0) HaxoXaeHNs NPOCTbIX YMCerT;

B) OUCKPETHOro norapugmmnpoBaHuns

5. ljerocmHocmb — amo

a) HEBO3MOXHOCTb HECAHKLMOHUPOBAHHOMO NPOCMOTPa UH(OpMaLInK;
6) HEBO3MOXHOCTb HECAHKLMOHMPOBAHHOIO AOCTYNa K MHopMaLmu;
B) HEBO3MOXXHOCTb HECAHKLIMOHMPOBAHHOIO M3MEHEHNS MHhopMaLIMK

6. ®yHKyusi, npedHa3Ha4YeHHasi OJIs1 CXamusi CMPOKU MpPou380JIbHOU ONnuHbl 00 HECKO/bKUX
decssimkoe usiu comeH 6um

a) aur;

©) norapncpmmnyeckas pyHkUmS;

B) pyHKUMs Dnnepa;

r) xew-yHKuns

7. MakcumanbHasi OnuHa kiro4a e anzopumme Blowfish
a) 512 6ur;

©) 128 owur;

B) 256 6uT;

r) 448 ovr

8. Pasmep obuwez0 knroya anzopumma 3DES (ece knro4u pasHbie)
a) 56 owur;

6) 112 6ur;

B) 168 6ur;

r) 256 out

9. HaszeaHue KpunmocucmeM, 8 KOMOPbIX K/IOY wWugpoeaHust U KoY OewughposaHus
coenadarom

a) CUMMETPUYHBIE;

0) acMMMEeTpUYHbIE;

B) NpocTble;

r) rmbpuaHsle

10. YcmaHoesieHue CaHKUUOHUPOBaHHLIM [oJlydamesieM mo20 ¢hakma, 4HYmo [oJsiy4YeHHoe
coobujeHue NnocsiaHo CaHKYUOHUPOBaHHbLIM omrnpasumesiemM

a) ngeHtTndukaums;

0) aBTOpM3auus;

B) ayTeHTUukaums;

I) KOHTPOSb LENOCTHOCTH

11. Aneopumm Quepchu-XennmaHa daem 803MOXHOCMb
a) 6e3onacHo 0OMeHATLCA 0BLLMM CEKPETOM MPKU YCIOBUM ayTEHTUMKALUN CTOPOH;
©) 6e3onacHoO 0bMeHATLCA 0BLLMM CEKPETOM;



B) 3awwmdpoBaTb COOOLLEHNE;
r) nognucaTb cooblueHne

12. lNopsidok ucnonb3oeaHusi onepayuli wugpoeaHusi u pacwugpoeku e anzopumme 3DES npu
co30aHuUu 3awugposaHHO20 cOobUWeHuUs1

a) C = Ex1[Dk2[Ex1[M]]], K1 #K2 (E — D — E);

0) C = Dxa[Eke[Dxa[M]]], K1 #K2 (D — E — D);

B) HE MMeeT 3Ha4YeHus

13. Kakol u3 anzopummoe peasiuzyem acumMMempu4yHoe wughpoeaHue u M. UCNO/b308ambCsl Oss
ayn

a) 3DES;

©0) Blowfish;

B) AES;

r) RSA

14. An2zopumm RSA ocHoeaH Ha cnedyru,eli MameMamu4eckol 3adayqye
a) AVCKPETHOrO florapnM1poBaHNs;

0) dhakTopusaumm yncna;

B) HAXOXAEHMS NPOCTbIX Yncen

15. []Jpy20e Ha3eaHue JIUHeliH020 MOMOYHO20 WughpoeaHusi aHHbIX
a) NepecTaHoBKa;

©) raMmmupoBaHwe;

B) NOACTAHOBKA;

r) MIMMTOBCTaBKa

16. Pa3psioHocmb wugpyembix 6710k08 OaHHbIX 8 anzopumme RSA
a) bornblue pa3psaHOCTU KIoYa;

©0) paBHa pa3pagHOCTY KNoYa;

B) MeHbLLE pa3psigHOCTM KNtoya;

r) NpoM3BOMbHas

17. Xew-pyHkuyus dosmkHa o6nadame crnedyrouwjuMu ceolicmeamu (HECKOJILKO omeemos)

a) ansa nboro AaHHOro 3HaveHus xew-koaa h BelYMCMTENbHO CNOXHO HanTu M Takoe, 4to H(M) = h;
0) xew-dyHKUMA H gomkHa npuMeHsITbes K 6NoKy AaHHbIX (OUKCMPOBAHHOM OJTUHBI;

B) xeL-pyHKUnA H co3paeT BbIxod PUKCUPOBAHHOW OSNHBI;

r) xeww-pyHkuma H gomkHa cosgaBaTth BbIXOA MPOM3BONBHON AfMWHbI;

4) ons nodoro AaHHOTO X BbIMUCIIUTENBHO CIOXHO HaWTU y # X, 4To H(y) = H(X);

€) Ansi Ntoboro 4aHHOIo X BbIYMCAUTENBHO CIOXHO HanTh H (x)

18. Omnu4yue caMOCUHXPOHU3UPYOWUXCS MOMOYHbIX WUgpPOo8 om 6/1049HbIX

a) wwudporpaMma ecTb pesynbTaT HaNoXeHUs MocneaoBaTeribHOCTU TeKCTa M MNocrnefoBaTeNnbHOCTU
paboTatoLero reHepatopa ramma;

0) wudporpamma ecTb pesynbTaT HanoXeHWsl MOoCcnefoBaTeflbHOCTU TEKCTa W MocnenoBaTenbHOCTU
ramMmmbl, 3aBUCSILLLEN OT BXOAHOM NOCNeanoBaTenbHOCTY;

B) AN WnNpoBaHUS U pacLLUMPOBKN NCMOMb3YOTCS Pas3Hble KITuu;

r) Kaabln 6NoK OTKPBITOrO TEKCTa LWMAPYETCS HE3AaBUCUMO OT OCTaslbHbIX BrI0KOB

19. Omnu4ue CUHXPOHHBLIX MOMOYHbIX WUGPO8 om 6/104YHbIX

a) wudporpamma ecTb pe3ynbTaT HanoXeHWUs MocrnefoBaTeNlbHOCTU TeKCTa U MocreAoBaTerNbHOCTM
ramMmmbl, 3aBUCSILLIEN OT BXOOHOWM NOCneaoBaTenlbHOCTY;

0) onsa wndpoBaHns U pacuMpPOBKM UCMONb3YHTCA PasHble KIHYY;

B) KaXkabI 6OK OTKPLITOro TEKCTa LUMAPPYETCH HE3aBUCMMO OT OCTarlbHbIX OIOKOB;

r) wudporpamma ecTb pes3ynbTaT HanoXeHus MocrnegoBaTeNbHOCTM TeKCTa WM MocregoBaTenbHOCTU
paboTatoLero reHepaTopa ramma

20. AymeHmudgbukayusi cmopoH e anzopumme Jughghu-XennmaHa Heobxoduma, MOMomMy 4mo

a) B NPOTUBHOM Crlydae aTaKyloLmMil MOXeT B3rloMaTb AUCKPETHbIN norapudm;

6) B NPOTUBHOM Crydae aTakyloLuiA MOXET NepexBaTuTb NepefaBaeMble OTKPbITbIE KIOYM U 3aMEHUTb UX
CBOMM OTKPbITbIM KIHOHOM;

B) B MPOTMBHOM Clly4yae CTOPOHbl HE CMOTYT BbIYMCIIUTL OOLLMIA CEKPET;

21. Pexxum LuucppoeaHun, coxpaHmoqu”l cmamucmu4yeckue ocobeHHocmu OMKpPbIMO20 MeKcma



a) Cipher block chaining (CBC);
©0) Cipher feed back (CFB);
B) Electronic code book (ECB)

22. 3adayeli OucKpemHo20 sio2apughmupoeaHus siensiemcs
a) HaxoXaeHue CTeneHu, B KOTOPYIO CriedyeT BO3BECTM NPOCTOE YMCIO ANs NOSyYeHusl 3a4aHHOro Lienoro

yncna;

0) HaxoXxgeHne CTeneHu, B KOTOPYIO CrefyeT BO3BECTM LeNioe YMCIO OS5 NOMyYeHnst 3a4aHHoro Lienoro
yncna;

B) pa3noXeHue Ymcna Ha NpocTble COMHOXUTENM

23. dnekmpoHHas Nodnucb — 3mMo

a) MMUTOBCTaBKa;

0) nHpopmaums, Heobxoammasi Ans WKPOBaAHUS N pacLLUMGPOBKM COOOLLEHNIA;

B) cnocob npeobpa3oBaHnsi ICXOOHOMO CEKPETHOrO COOBLLIEHUS C LLENbIO €ro 3aluThbl;

r) NPUCOEAMHSIEMbINA K COOOLLIEHNIO BGNOK AaHHbIX, MOMYYEHHbIN C UCMONb30BaHMEM KpunTorpaduyeckoro
npeobpasoBaHus

24. @yHkyusi, Ons1 Komopoll Jile2Ko Halimu npsiMoe omobpaxeHue U OYeHb CJIOKHO Halumu
obpamHoe

a) HennHenHas;

©) 0QHOCTOPOHHSAS;

B) NUHenHas;

r) MHOro3Ha4Has

25. Pexxum CBC ucnonb3yemcsi 0511 mo2o, Ymo6bi

a) oAVHaKoBble He3alndpoBaHHble 610kM Npeobpa3soBbIBaNMCL B pasnnyHble 3andpoBaHHbIe 6roku;

0) He ObINO HeobxogMMocTM pas3buBaTb COOOLLEHWE Ha Lenoe 4ucro GroKOB [OCTaTOYHO GonbLUOW
ONVHbI;

B) YBENUYUTb CKOPOCTb WUNGPOBAHUS

26. Hayka, usyvarowas mMamemamu4yeckue MemoObl HapyweHusi KOHgudeHyuanbHocmu u

yesiocmHocmu uHghopmayuu

a) KkpunToaHanus;
©) kTunTonorus;
B) KpunTorpadus;
r) cTeroaHanus

27. Cumyauyusi, @ Komopou npu ucnoJsib308aHUU pa3siuYHbIX Krodel Osisi wugposaHusi 00HO20 U

moezo e coobueHusl 8 pes3ysibmame noJjiy4yaemcsi 00UH U mom xe Luud)pomekcm

a) konnusus;

©) n3bbITOYHOCTB;
B) XeLUMPOBaHWe;
r) ataka nosTopa

28. lfpomokon Hudxema-Llipedepa npumeHsiemcs Ons
a) wndpoBaHus;

0) ayTeHTUdUKaLuuy;

r) BbIpaboTKM 3NEKTPOHHOW noanmcu

29. Memod nocmpoeHusi 65104HbIX WUGPOE, UCMONIb3yeMbll 8 asizopumme AES
a) SP-ceTb;
0) ceTb delicTens

30. Pa3psioHocmb Kro4a anzopumma wughpoeaHuss FOCT P 34.12-2015
a) 128 6wur;

©0) 192 bura;

B) 256 6uT;

r) 320 6ut

3agaHusa OTKPLITOro TMna

1. Habop «kpuntorpaduyecknx npeobpa3oBaHUi, MpefHa3Ha4YeHHbIX Ana paboTbl B eAuHOM

TEXHOJTOrMYECKON LieNoYKe C Lienbto peweHuna onpep,eneHHoﬁ 3agayun 3allnTbl VIHd’)OpMaLI,MOHHOFO npouecca.



2. CobbiTve, B pesynbTaTe KOTOPOro npousowna wnu morna npousonTu yTpata OOHOro U3 CBOWCTB
KpunTorpadu4eckoro knioya, obecneymsaroero 6€30nacHoOCTb KpUNTOCUCTEMbI

3. MexaHu3m, reHepupylLWuin cnyyanHble BENMYUHLI A8 SanbHENLWEero Ux UCnofb3oBaHUA B KayecTse
MHUUManun3aumoHHoro Bektopa MCHY.

4. YCTPOWCTBO MW anropuTM, KOTOPbIAN BblgaeT MnocrefoBaTenlbHOCTb CTaTUCTUYECKM HE3aBMCHMMBIX U
HeCMeLLEHHbIX BuT.

5. l'eHepaTopbl Cry4YanHbIX YMcen No cnocoby nonyvyeHnst Ycen gensTcs Ha

6. 3apgava obpalleHuns OyHKUUM gX B HEKOTOPOW KOHEYHOW MYNbTUMAMKaTMBHON rpynne G HasbiBaeTcs.

7. CneuuansHble Tabnuubl noucka Ana obpaleHnsa kpuntorpaduveckmx Xew-gyHKUmMi (Mcnonb3yroLme
pasnuyHble MYHKUMK peayKumn).

8. CpegctBo anga obecnevyeHus MMUTO3aWUTbl B MPOTOKONax ayTteHTudukaumm cooblleHnn c
OOBepsWMMY  Apyr OpYyry ydacTHMKamMu — cneumanbHblni Habop cumBonos, AobaBnsemMbll K COOBLLEHWIo,
npegHasHa4YeHHbIn Ans obecneyvyeHnst ero LenocTHOCTU U ayTeHTUMKALUM UCTOYHUKA OaHHbIX.

9. lNepeyncnuTe M3BECTHblIE anNropuTMbl AMBEpPCUUKALMN CEKPETHBIX KIHYEeN Ha OCHOBE CTPOKOBbIX
3HayeHu napons (MMHUMYM 2 anropuTtma).

10. TlopsigoK UCMOMb30BaHMA KIKOYENM B aCUMMETPUYHBIX KpUATOCUMCTEMax npv wudpoBaHun wu
pacwudpoBaHun aaHHbix. LndpoBaHue Ha ... kntove, paclungpoBaHmne Ha ... KIoye.

11. NMopsAoK MCNoNb30BaHUS KMOYer Npy CO34aHUM U NPOBEPKE 3NEKTPOHHOWN NoAnMcK (aCUMMETPUYHBIN
BapuaHT). Co3gaHue nognuncu Ha ... Knioye, MPoBepKa Ha ... Kroye.

12. Bua 3noyMmbIlWIfEHHbIX AEACTBUI, NPU KOTOPOM abOHEHT A 3asiBnsieT, YTO He Mocbinan coobLieHus
aboHeHTy B, x0TA Ha camom gene nocnan.

13. Onucanve pacnpedeneHHoro anroputma, B MNPOLECCe BbINOMHEHMS KoToporo aea (unu Gonee)
Y4YaCTHUKOB NOCNeaoBaTeNbHO BbINOMHAOT onpedeneHHble 4eNCTBUSA 1 0OMEHVBaOTCS COOBLLEHUAMMN.

3apaHus ¢ pasBEPHYTbIM OTBETOM

1. Qaitime onpedeneHue aneKmMpoHHoU nodnucu. Hapucyiime o0606uweHHy0 cxeMy noonucbieaHUus!
n nposepku nodnucu. Pacnuwume cxemy 351eKmpoHHOU nodnucu Ha ocHoee asizopumma RSA (c deymsi
KrovyeebIMU napamu).

KpMTepI/II/I oueHnBaHunda Lkana oueHoK

Obyvatowunca npmBoauT nonHoe u GesowmnboyHoe onpepeneHue | 3 banna
3NEeKTpOHHOM noanucu. KoppekTHyio cxemy MOAMUCHLIBAHUS WU
NMPOBEPKN SMNEKTPOHHOW MNOAMWCK, a TaKKe KOPPEKTHYD CXemy
3NEKTPOHHOW Noanucy Ha ocHoBse anropytMma RSA.

O6yuvatowunca npmBoguT nonHoe n GesowmnboyHoe onpepeneHve | 2 6anna
3MNeKTpoHHOW noanucy. MprMBoaAUT CXeMy NOANUCHLIBAHUST U NMPOBEPKM
9MNEKTPOHHOW MOAMUCK, @ TaKkKe CXEMY 3MEeKTPOHHOW MogMnuMcu Ha
ocHoBe anroputMa RSA. OnucaHne MOXeT  cogepxaTb
He3HayMTernbHble HETOYHOCTH.

MpencTaBneHo KOpPeKTHoe onpedeneHne 3MNeKTPoHHoM noanucu. | 1 6ann
Cxema noAnucbiBaHUs U NPOBEPKM INEKTPOHHOWM MOANUCU MOXeT
codepxaTb HesHauuTesbHble HEeTOYHOCTM. CXema 3NeKTPOHHO
noanucy Ha ocHoBe anroputMa RSA He npuBegeHa WM COOepPXUT
CYLLIECTBEHHbIE OLUMOKMU.

MpenctaBneHo HenonmHoe WNM  cofepxallee rpybble owwubku | 0 6annos
onpegeneHne anekTpoHHon nognucu. Cxema nognucbiBaHUS U
NMPOBEPKN  3MEKTPOHHOM  NognNucu  OTCYTCTBYET WM UMeeT
CyLLEeCTBEHHbIE OLWMOKN. Cxema 3NEeKTPOHHOW MoAMMCU Ha OCHOBE
anroputma RSA He npuBedeHa WU COAEPXUT CYLLECTBEHHbIE
OLLUNOKM.

2. Onuwume OCHOBHbIE pPEXUMbI 8bIMOJIHEHUs1 ajl2copummoe 6J7104HO020 CUMMempuUYHO20
wugppoeaHusi (ECB, CBC, CFB, OFB, CTR), npueedume cxembl ux pabomsbi. Cdhopmynupyitime
peKomMeHOayuu ro ucroJsib308aHUK Kax0o20 UX PexXumMoas.

KpMTepI/II/I oueHnBaHunga LLkana oueHok

O6yvatowuiica  NpuBoAMT  nogpobHoe  onucaHue  pexumoB | 3 Ganna
BbIMOMHEHNA anropuTMOB BMOYHOrO CUMMETPUYHOTO LLMMPOBAHNUA,
a TaKkKe cxembl UX paBoTbl. MMpUBOOUT KOPPEKTHbIE pekoMeHaaLum
Mo UCMONb30BAHUIO KAXA0ro U3 PEXMMOB.

O6yuvalowuiicas NpUBOAMT [OOCTaTOMHO pas3BepHyToe onucaHue | 2 6anna
PEXMMOB  BbIMOMHEHUSS anNropUTMOB  BGMOYHOTO  CMMMETPUYHOIO
lwngposaHusa. OnucaHMe MOXeT codepXaTb HesHauuTernbHble
HETOYHOCTW. MpVBOOUT  KOPPEKTHbIE pekoMeHaauun no




MCNOJIb30BAHNIKO KaXXaA0ro n3 pexmvos.

MpenctaBneHo  [OCTaTOMHO — pasBepHyToe, HO  codepxallee | 1 6ann
He3Ha4YUTeNbHbIE HETOYHOCTU OMUCaHWe PEXMMOB BbINONHEHUS
anropuTMoB GIOYHOrO CUMMETPUYHOTO LndpoBaHusl. OTCYTCTBYIOT
CXEMbl ¥ peKoMeHAaLUn No UCMoNb30BaHNI0 KaXKAOro N3 PEXMMOB.

MpencTtaBneHo HemomHoe WM cofepkallee rpybble owunbku | 0 6annos
onucaHMe  PEeXVWMOB  BbIMOSIHEHUS  anropuTMOB  GI0YHOrO
CUMMETPUYHOTO LUMOpOBaHMSI. OTCYTCTBYIOT ~ CXeMbl n
peKkoMeHAaunM Mo UCMONb30BaHNI0 KaXXAoro 13 peXxrmoB.

3. Onuwume npuHyunbi pabomsl u npusedume npumepbl 2eHepamopoe mnceedocsydaliHbIX
qucnoebix mnocnedoeamesibHocmel (ITICYI). [Mpueedume He MeHee 4Yembipex cMmamucmu4YecKkux
Kpumepuees, ucrnosib3yembix Onsi npoeepku ebixoda INMICYIT Ha cmoxacmu4yHoCMb.

Kputepuun oueHmBaHus LLikana oueHok

Obyvatowuinca npuvBogMT pasBepHyToe onucaHuve npuHuunos | 3 6anna
pabotel [TICUI, npuBognT npumepbl reHepatopos. PaccmatpuBaet
HEe MeHee u4eTblpex CTaTUCTUYECKMX KpUTEPUEB ANA NPOBEPKU
reHepupyemMmbiX  NCEBAOCMNyYaWHbIX  MocregoBaTeNnbHOCTEN  Ha
CTOXaCTU4YHOCTb.

OOyvarowuncs npvBoAWT [OCTATOMHO PpasBepHYTOe onucaHve | 2 banna
npuHumMnoe pabotbl [TICYUI, HO He npuBOAUT NpPUMEPDI
reHepatopoB. PaccmaTpvBaeT He MeHee Tpex CTaTUCTUYECKUX
KpuTepuveB Ansi MNPOBEPKU TEHEPUPYEMbIX  MCEBAOCHYYaMHbIX
nocrnegoBaTenbHOCTEN Ha CTOXaCTUYHOCTb.

MpeacTtaBneHo AOCTATOMHO MOJIHOE OMnMcaHwe NPUHUMMNOB paboTbl | 1 6ann
MMCHI. Mpumepbl reHepaTopoB OTCYTCTBYIOT. PaccMoTpeHo meHee
Tpex TecToB Ha CTOXaCTUYHOCTb reHepupyembIx
nocnegosareneHocTen. B onncaHum cogepxarca HETOYHOCTU.

MpeoctaBneHo HenomHoe wnM  cogepxawee rpybole owwnbkm | O 6annos
onncaHve npuHuunos pabotel TICUI. MNpumepbl reHepaTopoB u
TECTOB Ha CTOXaCTMYHOCTb NOCNEeA0BaTENbHOCTEN OTCYTCTBYIOT.

4. Onuwume npuHyunbl pabomsbl pez2ucmpoe cdeuza c JsuHelUHoU (LFSR) u HenuHelHOU
obpamnHou ces3bio (NLFSR). [lMpueedume npumepbl 2eHepamopoe rnceedocny4vyaliHbiX O80UYHbIX
nocsiedosamesibHocmeli Ha OCHose cOeu208bix peaucmpos. Hapucylime cxemy, peanusyrouwyro
JNuHelHbIlU cdsu208bIll peaucmp, 3adagaeMbliil MOAUHOMOM X +x* + x3 + 1.

KpMTepI/II/I oueHunBaHunda LLkana oueHok

OGyvaowuiica NpUMBOAMT  pasBepHyToe onucaHve npuHUmnos | 3 6anna
paboTbl NIMHENHBIX W HENMHEeNHbIX perucTpoB caswra. [NpuBoaut
npuMepbl reHepaTopoB Ha OCHOBE COBWUIOBbIX PErnmcTpoB, a TakKxe
KOPPEKTHYIO CXEMY, peannsyoLLyto NUHENHbIN CABUIroBbIA perncTp,
3a[jaHHbIN MOSIMHOMOM.

Obyvaowuncs npvBoAWT [OCTATOMHO pasBepHyToe onucaHue | 2 banna
NPUMHUMNOB PaboTbl JIMHEWHbIX W HENUHEWHbIX PerncTpoB casura.
[MpMBOONT KOPPEKTHYIO CXEMY, pearnu3yoLwyo NMMHENHbIN COBUMOBbLIN
perncTp, 3afaHHbI nonuHoMmoMm. [lonyckarTcs Hes3HayuTenbHble
HETOYHOCTW, OTCYTCTBYIOT MPUMEpPLI reHepaTopoB.

I'Ipep,CTaBneHo OOCTaToO4YHO TnNOJIHOE WU KOPPEKTHOE onucaHune 1 6ann
npuHUMNoB paGOTbI NMHENHbIX N HENTMHENHbIX perncTtpoBs caswura.
OTcyTCTByIOT npumepsbl reHepaTtoposB. anBeﬂ,eHHaﬂ cxema
cOBUIoBOro pernctpa, CoOTBeTCTBYWLWadA 3adaHHOMY MNOJIMHOMY,
COOEPXKNUT HETOYHOCTMW.

MpencTaBneHbl HenomHoe WM cogepxallee rpybble ownbku | 0 6annos
onvcaHve NMpPVHUMMNOB paboTbl NIMHENHBLIX U HENMUHENHbIX PerucTpoB
casura. OTCyTCTBYIOT Npumepbl reHepaTopoB. OTcyTCTBYeT unu
npuBedeHa  HEKOPPEeKTHass  CXemMa  COBUIOBOrO  perucrpa,
COOTBETCTBYIOLLASA 3a4aHHOMY NMOJIMHOMY.

5. fJaiime onpedeneHue kpunmoezpaghuveckoli xew-¢hyHkuyuu. Cghopmynupylime mpeboeaHus,
npedbsienisieMbie K Kpunmozpaguyeckum xew-pyHkyusim. Pacnuwume cxemy Mepkna-[amzapoa.



Kputepuun oueHmBaHus LLikana oueHokK

ObyuvatoLuinca npusoauT 6e3owmnboyHoe onpefenexHune | 3 6anna
KpunTtorpacpmyeckon  xew-gyHkuun.  MpuBoaMT  NOMHble MU
KOppekTHble TpeboBaHusA, npeabsBhAsemMble K Kpuntorpaduyeckum
xew-gyHKUNSM, KOPPEKTHYIO cxeMy Mepkna-Lamrapaa.

Obyuvatowuiics npuBoanNT 6e3oLwmnboyHoe onpegenexHue | 2 banna
KpunTorpacdumyeckon xew-dyHkumun. MNpuBoanT nonHole TpeboBaHus,
npegobsBnsdemMble K Kpuntorpauyeckum Xew-goyHKUMSM, a Takke
cxemy  Mepkna-[damrapga. OnucaHve  MOXeT — cogepXatb
He3HayMTernbHble HETOYHOCTH.

MpeacraBneHO KOpPPEKTHOE onpeaeneHue kpuntorpadgudeckon xeww- | 1 6ann
dyHKkumn. TpeboBaHusa, npeabaBnsemMble K KpunTorpaduyecknm
Xelw-pyHKLMAM, npuBedeHbl YacTudHo. Cxema Mepkna-[amrapaa
COAEPXNUT HETOYHOCTMW.

MpencTtaBneHo HenomnHoe wunu cogepxatlee owunbkm onpegenexHve | 0 6annos
KpunTorpacdumyeckon xeww-pyHkumn. TpeboBaHus, npeabaBnseMble K
KpunTtorpadumyecknm  xeww-pyHKUUSM, NpuUBEOEHbl  YaCTUYHO W
cogepxat owunbkn. Cxema Mepkna-Jamrapga He npvBedeHa Wnv
COLEPXUT CYLLLECTBEHHbBIE OLLUMGKN.

6. Pacnuwume cxemy pacnpedeneHus knodel Juggpu-XennmaHa e Knaccu4ecKoMm eapuaHme U e
eapuaHme Ha 3JUTUNMUYECKUX KPUBbIX.

KpVITepI/II/I oueHnBaHunda LLkana oueHok

OOyvarowuncs NpvMBOAUT  KOPPEKTHbIE CXembl pacnpegeneHus | 3 banna
kntoyen Oudbdum-XennmaHa B Knaccu4eckom BapmMaHTe 1 B BapnaHte
Ha AMIMNTUYECKMX KPUBBIX, @ TAKKe pa3BepHYyTOe NX onncaHue.

Obyvatowuncs npuBoanT cxembl pacnpegenexHvs knwoden OQudpdum- | 2 banna
XennMaHa B KracCcM4YeckOM BapuaHTe M B BapuaHte Ha
ANNUNTUYECKUX KPUBBIX U

KpaTkoe  ux  onucaHue. OnucaHme  MOXeT  cogepxaTtb
He3HayMTenbHble HETOYHOCTH.

MpuBegeHol 06e cxembl pacnpegenexnvs  knwoder  [duddpum- | 1 6ann
XennMaHa, HO B HUX cofgepXaTca HeTodHocTu. lNMpuBegeHa TONbKO
oAHa K3 cxeM pacnpegeneHnsa knoden  Ouddu-XennmaHa
(knaccuyecku BapuaHT Nnbo BapuaHT Ha AMIIUNTUYECKMX KPUBbIX).

MpeactaBneHa ogHa MX CXeM pacnpegeneHust kntoden [Oudpdm- | 0 6annos
XennMaHa  (KmaccuyeckMn — BapuaHT  niMbo  BapuaHT  Ha
ANNUNTUYECKUX KpUBBIX). CxemMa COOepPXMUT CYLLECTBEHHbIE OLUMOKN.

7. [Oatime onpedeneHue kKpunmozpaghuyecko2o npomokona. Pacnuwume cxemy pabombi
CUMMEempuYHO20 U acCUMMempuYyHo20 eapuaHma npomokona Hudxema-Lpedepa ona aymeumughukauyuu
u obmeHa Kiroyamu.

Kputepuu oueHmeaHus LLikana oueHoK

Obyvatowuncsa npysoaut nonHoe n GesownboyHoe onpedenenue | 3 banna
KpunTorpaduyeckoro npotokona. MNpuMBOAUT KOPPEKTHOE onucaHue
aTtanoB paboTbl CMMMETPUYHOrO W acMMMETPUYHOrO BapuaHTa
npoTtokona Hwuaxewma-llpegepa ana ayteHTudukauum n obmeHa
Krovamu.

O6yvatowuiics npuBoauT nonHoe n 6e3ownboyHoe onpepenexHve | 2 6anna
Kpuntorpaduyeckoro npotokona. [puBoaUT onucaHne OCHOBHbIX
aTanoB paboTbl CUMMETPUYHOIO M acMMMETPUYHOrO BapuaHTa
npotokona Hugxema-lpenepa ans ayteHTMdumkauum u obmeHa
knoyamu.  OnucaHMe  MOXeT  cofepxaTb  He3HauuTernbHble
HETOYHOCTMW.

Ob6yuvatowuics npueoauT KOppeKTHoe onpegenenue | 1 6ann
Kpuntorpadpuyeckoro npoTokona. [lpMBoauT TOMbLKO OAWMH U3
BapMaHTOB (CUMMETPUYHBLIN UM aCUMMETPUYHLIN) MpOTOKONa
Hunpoxema-Wpegepa. OnucaHme MOXET CoaepXaTb HETOYHOCTM.

lMpeactaBneHo HeMomHOe WM HeKoppekTHoe  onpepeneHue | 0 6annos
Kpuntorpaduyeckoro npoTtokona. [lpvBegeHbl HenomHble  unu
HEKOppPEeKTHbIE OnucaHMsa BapuaHToB npoTokona Hugxema-Lpegepa




| ans ayTeHTUdMKaLMM M 0BMEHa KIOYaMK.

8. Omnuwume anzopumm wughposaHus Anb-Iamarnsi.

Kputepun oueHnBaHus LLikana oueHok
Ob6yvatowunca npuBoanT pasBepHyToe 1 6e3owmnboyHoe onucaHue | 3 banna
anroputma wmdpoBaHms Anb-lamans.
OOyvarowuncs npuMBoAUT  pas3BepHYTOe oOnucaHue anroputma | 2 banna
wudpoBaHma  Onb-Mamans, KOTOpOe  MOXeT  cogepXaTb
He3HayMTernbHble HETOYHOCTH.

OO6yvarowuncs nNpuBoaUT HeOOCTaTOYMHO pasBepHyToe onucanue | 1 6ann
anroputma  wudgpoBaHma  Anb-lFamanga.  OnucaHne  MOXeT
cofepXaTtb OTAeNbHblE HETOYHOCTMW.

lMpenctaBneHo HEMOMHOE MU HEKOPPEKTHOe onucaHue anroputma | 0 6annos
wndpoBaHna Inb-lamans. [lMpucyTcTBytoT rpybble OWMBKM  Mnn
HETOYHOCTW.

9. Onuwume cxemy ueHMpPaauU308aHHO20 yripaesIeHuUs1 pacrpedesieHuUeM OMKPbIMbIX KITroYed.

Kputepun oueHvnBaHus LLikana oueHok
Ob6yvatowunca npuBoanT passepHyToe 1 6esowmnboyHoe onucaHue | 3 6anna
CXeMbl  LEHTpanu3oBaHHOIO  yMpaBfieHUs  pacnpeperneHnemM
OTKPbITbIX KIOYEN.

OOyvarowuncs  nNpMBoaWT  pasBepHyTOe  onucaHue  cxemsbl | 2 banna
LEHTPanM3oBaHHOIO  yMpaBfeHus pacnpefeneHnemM  OTKPbITbIX
KMYer, KOTOPoe MOXET CoAepXaTb HE3HAYNTENbHbIE HETOYHOCTMW.
OOyvarowuncs nNpMBoOaUT HeOOCTaTOYMHO pasBepHyToe onucanue | 1 6ann
CXeMbl  LEHTpanu3oBaHHOIO  yMpaBfieHMsl  pacnpegenieHvem
OTKPbITbIX kntoven. OnucaHne MOXeT coaepXaTb OTAeNbHble
HETOYHOCTW.

MpeactaBneHo HEMONHOE WM HEKOPPEKTHOEe onucaHne cxembl | 0 6annos
LEeHTPanu3oBaHHOIO  YNpaBfieHUst  pacnpefernieHneM  OTKPbITbIX
krtoven. MpucyTcTBYOT rpybble OLMOKM UM HETOYHOCTMU.

10. Onuwume oCHO8HbIe amanbl XU3HEHHO20 UUKJ1a KpunmozpagudecKkux Kiro4qedl.

Kputepuu oueHmsaHus LLikana oueHoK
Ob6yvaowunca npuBOANT pasBEpPHYTOE M MOSMHOCTbK KOoppekTHoe | 3 Ganna
onucaHne OCHOBHbIX 3TanoB XU3HEHHOTO LuKNa KpunTorpaduyeckmnx
Kntoyen.

O6yvatowuics NpuBoaAUT pasBepHYTOE ONUCAHWE OCHOBHbLIX 3TanoB | 2 banna
XWU3HEHHOMO UMKNa Kpuntorpadpudeckmx kroden. OnucaHne Moxet
cofepxaTb He3HauYUTENbHbIE HETOYHOCTH.

OOyvarowuncs NpuBoaUT YacTUYHOE OMMCaHWe XU3HEHHoro uukna | 1 6ann
KpnnTorpagu4ecknx Kroyen.
MpencTaBneHo HEMOSTHOE UMM HEKOPPEKTHOE OnMcaHue OCHOBHbIX | O 6annos
3TanoB  XW3HEHHOro  UMKNa  KpunTorpaduyeckux  KIo4ven.
[MpucyTCTBYIOT rpybble OLIMOKM MM HETOYHOCTH.

20.2. NMpomexyTo4Hasa aTrecrtayms

OnwuncaHne TexHonornv NpoBeaeHus
[ns oueHnBaHMA pe3ynbTaToB 06y4YeHNs Ha 3a4eTe NCMONb3YTCA cneyoLme cogepxaTenbHble
nokasatenu (opmynmpyeTcs C y4eTOM KOHKPETHbIX TpeboBaHUN ANCLMNINHDI):
1. 3HaHWe TeopeTU4eCKNX OCHOB y4ebHOro matepuana, OCHOBHbIX ONpeaeneHni, NOHATUN
NCNonb3yemMon TEPMUHOSOMNN;
2. ymMeHue npoBoauTb 060CHOBaHWE U NpeacTaBieHne OCHOBHbLIX TEOPETUYECKUX U MPaKTUYECKNX
pe3ynbTaToB (anropuTMOB, METOAMUK) C UCMOMb30BaHMEM MaTEMaTUYECKNX BbIKNagoK, BroK-cxem,
CTPYKTYPHbIX CXEM U CTaHOAPTHbIX ONUCAHUIN K HAM;



3. ymeHune 060CHOBbLIBaTbL CBOU CYXXOEHWUSA U NPOeCCHOHanbHy No3nLmMIo No nsnaraeMmomy Bonpocy;
4. BnageHve HaBblkaMu NporpaMMMpPOBaHNS U UCCEeaOoBaHUSA KpUnTorpaduyecknx anroputmos
06paboTkM MHpOpMaLMM B pamKax BbINOSHAEMbIX NabopaTopHbIX 3a4aHni;
PasnnyHble koMOMHaUUKN NepedncneHHbIX NokasaTenen onpeaenstoT KpUTepun oLeHBaHns
pe3ynbtatoB 00y4yeHus (COPMMPOBAHHOCTN KOMMETEHLNIN) HA rocy4apCTBEHHOM 3K3aMeHe:
- NOporoBbIN (6a30BbI) ypoBEHb CHOPMMPOBAHHOCTM KOMMETEHLMN.
[nsa oueHMBaHWs pe3ynbTaTtoB 006y4YeHMs Ha rocyaapCTBEHHOM 3K3amMeHe ncnonb3yetcs 4-6annbHasn
LKana: «OT/AIMYHO», «XOPOLUOY», «yAOBNETBOPUTENBHO», KHEYAOBNEeTBOPUTENBHOY. [1Na oueHnBaHUs
pe3ynbTaTtoB 0By4eHUs Ha 3a4eTe UCNONb3yeTCs — 3a4TEHO, He 3a4TEHO No pesynbTaTam

TECTUPOBaAHUA.

TpeboBaHUA K BbINOMHEHMIO 3a4aHUN, LLKanNbl U KPUTEPUN OLLEHNBAHUSA
Kputepun oueHMBaHNA KOMNETEHUUN U LIKana OLeHOK (3K3aMeH)

Kputepumn oueHnBaHmna kKomnetTeHUumn

YpoBeHb
chopMmnpoBaHHOC
TN KOMMNETEHLININ

LLikana oueHokK

O6yuvatomiica AeMOHCTpUpyeT NONHOE COOTBETCTBMUE 3HAHUN,
YMEHWN, HaBbIKOB MO NpUBEAEHHbIM KpUTEPUsIM cBOBOAHO
onepupyeT NOHSTUIAHBIM annapaToM U NPUOBPETEHHbIMU
3HAHUAMU, YMEHUSMU, MPUMEHSET UX NPU PeLLIEHMNM NPaKTUYECKUX
3agad. YcnewHo BbinofnHeHbl nabopaTtopHble paboThl B
COOTBETCTBUU C YCTAHOBMNEHHbLIM MEPEYHEM.

[MoBbILEHHbI
M ypoBeHb

OTnunyHo

OTBET Ha KOHTPOJTbHO-U3MEPUTESbHbIN MaTepuarn He MNONTHOCTbHO
COOTBETCTBYET OIHOMY M3 NepPeYnCcrieHHbIX Bbile NnokasaTenen,
Ho oByvarloLmiica gaeT npaBuibHble OTBETbI Ha AOMOMHUTENbHbIEe
Bonpocsl. [py aTom obyyatoLmiica 4EMOHCTPUPYET COOTBETCTBME
3HaHWI, YMEHWUI, HaBbIKOB NpUBeAeHHbIM B Tabnuuax
rokasaTtensM, HO JoNyckaeT He3HauYnTesnbHble OLWNGKH,
HETOYHOCTU, UCTbITbIBAET 3aTPYAHEHNSA NPU peLLeHUn
npakTUYecKnx 3afaad. YCcnewHo BbinonHeHbl nabopaTopHble
paboThbl B COOTBETCTBUM C YCTAHOBNEHHbLIM NEpeYHEeM.

ba3soBbin ypoBEHb

XopoLwo

O6yuvatowmncs 4eMOHCTPUpPYET HEMOTHOE COOTBETCTBME
3HaHWUN, YMEHUI, HaBbIKOB NpMBEAEHHbIM B Tabnuuax
nokasarendam, aonyckaeTt 3Ha4vyuTesibHblie OLNBKM npu peweHnmn
npakTuyeckux 3agad. Mpu aTomM OTBET HA KOHTPOSBLHO-
N3MepUTENbHbIA MaTepran He COOTBETCTBYET MtobbiM ABYM U3
nepeYmncrneHHbIX nokasaTenen, obyyatowmincs gaet HENomnHble
OTBETbl HA AONOSTHUTENbHbIE BOMPOCHI.

YcneLwHo BbINOSNHEeHbI nabopaTopHble paboTbl B COOTBETCTBUU C
YCTaHOBJIEHHbIM NEPEYHEM.

Moporosbii
YPOBEHb

YposneTBoputen
bHO

OTBeT Ha KOHTPONbHO-N3MEpPUTENbHbIV MaTepuan He
COOTBETCTBYET OOLIM TPEM U3 NEPEUYNCIIEHHBIX NOKa3aTenen.
Ob6yyaloLwminca geMOHCTpUMpYeT OTPbIBOYHbIE, (hparmeHTapHbIe
3HaHus, gonyckaet rpydble owmnbkn. He BbINOMHEHbI
nabopaTtopHble paboTbl B COOTBETCTBUN C YCTAHOBMNEHHbIM
nepeyHeM.

Hey,EI,OBJ'IeTBOp nT
€I1bHO

MpomexyToyHass aTTecTauusi No AUCUMNIMHE OCYLLEeCTBMAETCA C MOMOLLbI CNeayoLmX

OLIEHOYHbIX CPEACTB:

MpuMepHbIA NepeyeHb BOMPOCOB K 3a4eTy

=
1S

CopepxaHue

Poccuiickon ®egepaumm

OCHOBbI rocy4apCTBEHHON MHAOPMALIMOHHOW NOMUTMKN M MHEOPMaLMOHHON Ge3onacHoCTH

Yrpo3bl MHdhopmaunoHHo 6e30nacHOCTM, MOAENW HapyLumTenen

MeToabl 1 MOAENU OLEHKUN YSI3BMMOCTM MHG)OpMaLIMu

PekomeHAaLmMmM No MCNONb30BaHNI MOZENEN OLEHKN YSI3BUMOCTU MHdOpMaLIMm

PYHKUMM W 3a4a4M 3aLMTbl MHopMaLmm

MpegmeTHasi obnactb Kpuntorpadgpum

ANrOpUTMbl CUMMETPUYHOIO LIMgPOBaHus, ceTb Pernctens

IN|O|O|R|WIN]| -

PexXnumbl BEINONTIHEHWST anropuTMOB cuMMeTpuyHoro wundgposanusa (ECB, CBC, CFB, OFB)




9 KpMI’ITOCI/ICTeMbI C OTKPbITbIM KJTO4YOM, OAHOHanpaBJ1I€HHbIE (byHKLI,I/IM

10 OaHOoHanpaBneHHble X3Ll-yHKLMK

11 ONeKTpoHHasa NOANUCh

12 MporpammHble gatdmkm MNCI yncen

13 MprHUMNbI paboTbl KPUNTOAHANUTUYECKMX anrOpUTMOB.

14 MNpegmeTHas obnacTtb cteraHorpadcpumn

15 CteraHorpaduyeckoe CKpblTMe JaHHbIX B NPOCTPAHCTBEHHOM 06M1acTy KOHTEHepa

16 CTeraHorpaduyeckoe CKpblTUE AaHHbIX B YACTOTHOM 06nacTn KOHTENHepa, MeToabl
KOANPOBaHUA C pacluMpeHuemM crnekTpa

17 CTaTucTnyeckne n CTPYKTypHbIE METOAbI CKPbITUS MHopMaLnm

18 LincppoBble BoAsHbIE 3HAKM

19 CteroaHanui. BusyanbHbli, CTaTUCTUYECKNA, YHUBEPCanbHbIV CTEroaHanums.

20 APXUTEKTYpa CUCTEM 3aLUMTbl MHPOpMaLMm

21 O6wwme TpeboBaHMs K NOCTPOEHNIO HAAEXHON CUCTEMBI 3aLLMThI

Mpumep KOHTPONLHO-U3MEPUTENILHOro MaTepmana

YTBEPXOAHO

3aBegyownn kapegpon TexHonornn obpaboTkm 1 3awnTel MHpopMaLnn

HanpaeneHune noarotoBku / cneymanbHocTb_09.03.03 MNpuknagHas nHdopmaTtumka

OucuunnuHa B61.0.24 NHdopmaumoHHas 6e3onacHocTb

dopma 0byyeHns O4yHoe

Bug koHTpons 3a4yeT ¢ oueHkom

Bup atTectauun [NpomexyToyHas

KoHTponbHO-n3amepurtenbHbin matepman Ne 1

A.A. CupoTta
_ . .2023

1. PeXnMbl BbINONHEHWST anropnutmMoB cummeTpuyHoro wundgposarus (ECB, CBC, CFB, OFB).

2. Undposble BoasiHble 3HAKN.

Mpenogasartensb

M.A. [ptoyeHko
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